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Abstract 
Organizations are increasingly interested in carefully managing their private information both to insure that it is properly 
handled, and also to make it more useful to their daily tasks. Meanwhile, the number and the variety of documents make 
management and efficient usage of the information more challenging. Therefore, how to achieve efficient management of 
documents becomes an emerging issue in today's information-rich society. In this paper, the design of a document 
management system for private cloud environment is introduced. The document management system aims to provide two 
major features. The first one is the capability for users to timely access to the latest information anytime, anywhere, and from 
any device. Due to the growing and the diversity of devices, corresponding document access and management mechanisms 
are provided without extra learning burdens and complex operations by users. The other one is the support for efficient 
document sharing and collaboration for the cooperative working environments. The objective of the document management 
system is to extend such sophisticate features and ease the complexities to organization users and applications. Finally, a case 
study is also given in this paper to describe the scenarios and the benefits of using the document management system in an 
academic environment. 
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1. Introduction 
Organizations are increasingly interested in carefully managing their private information both to insure that it 
is properly handled, and also to make it more useful to their daily tasks. Meanwhile, the number and the variety of 
documents make management and the usage more challenging. Therefore, how to achieve efficient management 
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of documents becomes an emerging issue in today’s information-rich society. The requirement can be further 
classified into two aspects, which are described as the following.  
∞ Support for ubiquitous access: In order to achieve efficient management of documents, the capability for users 
to timely access to the latest information anytime, anywhere, and from any device should be taken into careful 
consideration. In addition, due to the growing and the diversity of devices, corresponding document access 
and management mechanisms should be provided without extra learning burdens and complex operations by 
users.  
∞ Support for sharing and collaboration: Due to the globalization and highly division of works, the sharing and 
collaboration within organizations are inevitable and increasing (Erickson et al, 2009). Colleagues may 
participate in one task and share particular set of documents to support their works. Meanwhile, the documents 
will evolve as the task proceeds. The control and management of documents should be considered. 
 
In this paper, the design of a document management system for private cloud environment is introduced. The 
document management system aims to provide users in an organization with a simple and efficient mechanism to 
access, manage and share their information. It provides fundamental document manipulations, synchronization, 
and sharing functionalities, and considers the support of heterogeneous client devices. A case study is also given 
in this paper to describe the scenarios and the benefits of using the document management system in an academic 
environment.  
2. Related Work 
In this section, possible solutions which organizations can choose to fulfill the requirement of document 
management are introduced. These solutions include “data storage system,” “content management system,” and 
“consumer cloud storage service.”  
∞ Data storage system: The demand of data storage systems is highly increasing than before to cope up with the 
large amounts of data generated every minute (Grossman et al, 2009). Date storage system usually supports 
several access protocols, including HTTP, FTP, WebDAV, SMB/CIFS, NFS, AFP, and so on, for users to 
perform data management tasks. In summary, it is the fundamental element in the infrastructure layer and can 
be integrated and used by other applications and services. However, particular IT knowledge is needed to use 
the data storage system. 
∞ Content management system: Nowadays, content management system draws more and more attentions with 
the emerging of Internet technology and the mature of World Wide Web. It helps to mask the complexity of 
underlying data management tasks and provides an efficient platform for users to contribute, share and retrieve 
particular contents (Nath & Arora, 2010). In summary, content management system is suitable for companies, 
organizations and a group of users for specific content management purposes. Besides, with certain 
development efforts, the content management system can be customized to fulfill particular requirements 
(Chieu & Zeng, 2008). 
∞ Consumer cloud storage service: Recently, more and more consumer cloud storage services are becoming 
popular. For example, Dropbox (Dropbox), SugarSync (SugarSync) and Box.net (Box.net) are famous cloud 
storage services. The major features of cloud storage service are to provide an online storage space for users, 
and simple access methods to use the space. Several cloud storage services also provide users with device 
agents. It can be installed into user's local machine and helps to perform data synchronization between cloud 
storage and user's local machine. In summary, consumer cloud storage service is suitable for personal usage as 
an alternative and efficient data backup and access strategy (Hu, Yang & Matthews, 2010). However, the 
privacy and cost issues hinder organizations from using cloud storage service as major document management 
solution. 
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3. System Architecture 
In order to fulfill the requirements of ubiquitous access and efficient sharing of documents within an 
organization, the document management system is designed based on the architecture of the content management 
system. As depicted in Figure 1, the architecture can be divided into a document management server and device 
agents. The document management server is responsible for user management, device management, and 
document management. On the other hand, device agent is responsible for communicating with the document 
management server and maintaining the data consistency between the device itself and the server. Major 
components are introduced in the following sections. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 1. Architecture of the document management system 
3.1. Document management server 
∞ User management module: User management module is responsible for the management of users of the 
document management system, which includes user identification, user preference, and user profiles. The 
concept of group and role is also introduced. Groups can be created and users can participate in specific group 
based on task requirements. This facilitates the sharing and collaboration among users. On the other hand, 
users can be assigned with particular roles. It determines the allowed manipulations on documents. 
∞ Device management module: Device management module is responsible for the management of devices 
owned by users. It preserves the information about device name, device type, device status, and other device 
characteristics. The information can be used as a reference for device-specific function (e.g., synchronization). 
∞ Document management module: The document management module provides three major functionalities for 
document management tasks, including document manipulation, synchronization, and share. Document 
manipulation function provides users with the capabilities of manipulating and managing documents, 
including document creation, update, copy, move, and deletion. In addition to fundamental manipulations, 
search, versioning, meta-data enriching, and content preview are included in the document manipulation 
function. The synchronization function cooperates with device agents to maintain the data consistency 
between the document management server and users' devices. Document state of the document management 
server and the client devices will be compared, and the corresponding synchronization process can be 
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performed. In addition, the synchronization can be configured to different modes, including full 
synchronization and on-demand synchronization. Full synchronization means the entire document in the 
document management server of one user will be synchronized with his/her client devices. On the other hand, 
in on-demand synchronization mode, users can specify particular documents and devices for synchronization 
based on their preferences and requirements. Share function is responsible for the document sharing among 
users. It is conducted by selecting personal documents and users who will be shared. User who shares the 
document can also decide the permissions to indicate what operations can be performed. Once the share is 
made, other users will obtain the access permission of the shared documents. In addition, the shared document 
will be synchronized. The sharing scheme provides efficient approach for users to share documents, and can 
facilitate the collaboration among users. 
3.2. Device agent 
∞ Device module: The device module is responsible for communicating with the document management server 
and transferring user and device information to the server. For example, hardware characteristics, software 
configurations, and network conditions can be sent by device module and maintained in the document 
management server. Hence, the corresponding document synchronization activities can be performed in order 
to conform the constraints or limitations brought by the device and environment. 
∞ Synchronization module: The synchronization module on device is responsible for the data consistency 
between the device itself and the document management server. It monitors the changes of particular 
documents and performs corresponding update actions (e.g., upload new document created on the device or 
download modified document from the server). 
4. Case Study 
Currently, the document management system is tested by many organizations, including elementary schools, 
research laboratories, and government offices (Kao & Liu, 2011). Feedbacks from teachers and students of the 
elementary schools show that the document management system facilitates the management and sharing of 
learning materials. Followings are two usage scenarios in the elementary school. 
∞ Synchronization among personal devices: As depicted in Figure 2, the document management system helps to 
maintain the document consistency among multiple personal devices. In this usage scenario, a teacher has 
three devices, including a desktop computer (at office), notebook (at home), and pad. Through the document 
management server and the device agents, documents created or updated in one device will be synchronized to 
the document management server. Then, when the teacher uses another device, the corresponding device agent 
will detect the change between the document management server and the device itself, and make the proper 
update action (e.g., download document from the server). Hence, the latest documents can be acquired 
anytime, anywhere, and from any device. Feedbacks from teachers of the elementary school show that there 
are two major advantages. The first one is that they can access the latest documents and perform updates 
through any device without manual operations to maintain the consistency. The other one is the support for 
heterogeneous devices brought by the document management system. For different purposes (e.g., meeting, 
class, and so on), teachers can select and use appropriate device to obtain the latest documents. 
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Fig. 2. Document synchronization among personal devices 
 
∞ Document sharing among users: Figure 3 depicts the usage scenario about document sharing among different 
users. In this usage scenario, teacher can create a folder in his/her device for the sharing of learning materials. 
Meanwhile, the device agent will detect the change and request to create a corresponding folder on the 
document management server automatically. Then, teacher can build the share relationship on the folder to 
his/her students. Therefore, students can access the folder shared by the teacher. In addition, if the device 
agent is installed on student's device, the corresponding folder will be created automatically. Teacher and 
students can create and update documents in the specific folder on their devices. Meanwhile, they can obtain 
the latest documents in their devices synchronized and shared by the document management system without 
any further manual operations. On the other hand, in order to facilitate the management and control of 
documents in such collaboration environment, version information of documents is maintained in the 
document management system. Teacher and students can obtain the information about the version history, 
including user who makes the change, modification time, change notes, and so on. In addition, reversion 
function is provided. This facilitates the collaboration among students, and provides a means for teacher to 
track the document status. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig. 3. Document sharing among users 
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5. Conclusion 
This article explores the requirements of information management in organizations, and describes the design 
of the document management system. The document management system aims to provide users in an 
organization with a simple and efficient mechanism to access, manage and share their information. It provides 
fundamental document manipulations, synchronization, and sharing functionalities, and considers the support of 
heterogeneous client devices. This highly facilitates the management of personal documents and improves the 
efficiency of collaboration among users. 
Currently, the system is tested by many organizations, including elementary schools, research laboratories, 
and government offices. A case study is also given in this paper to describe the scenarios and the benefits of 
using the document management system in an academic environment. Feedbacks from teachers and students of 
the elementary schools show that the document management system facilitates the management and sharing of 
learning materials. 
Future works include the design and the implementation of workflow management (e.g., for paperless office), 
real time notification on device agent (e.g., document update in the collaboration environment), and more social 
behavior supports of the document management system. 
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